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Letter of Intent

This document has been created by the Data and Legal/Admin Committees of the Arizona Geographic Information Council (AGIC) to provide a guide to best practices for public organizations sharing geospatial data.  The mission of AGIC is to coordinate the development and management of geographic information in Arizona.  The vision of AGIC is to facilitate the provision of credible, timely and accurate geographic information for widespread use by decision-makers and the citizens of Arizona.  Sharing geospatial data reduces duplication of effort and cost among agencies, is necessary to fulfill public records requests  and promotes good government.  

It is suggested that agencies that produce geospatial data adopt a data sharing policy that conforms to the most recent Arizona Statutes as discussed in this document.  Examples of documents that are currently in use and have been approved by the Arizona General Attorney’s Office in addition to individual agencies internal review processes are included in this guide. 
If you have questions regarding implementing a geospatial data sharing policy in your state organization, please contact AGIC or the Arizona State Cartographer’s Office.

Signed by:

AGIC Chairperson 

AGIC Data Committee Chairperson

AGIC Admin Legal Chairperson

Arizona State Cartographer
e-mail and phone


Arizona Revised Statues as Applicable to Geospatial Data Sharing
ARS 37-178. Geospatial data sharing
A. A public agency that shares geospatial data with another public agency may:
1. Share geospatial data without entering into a written agreement with the other public agency.
2. Share geospatial data of which it is the custodian.
3. Retain custodial ownership of any geospatial data provided to other public agencies. 
4. Prohibit shared data from being redistributed by recipient public agencies if notification of the prohibition is given.
B. A public agency that shares geospatial data may exempt the data from commercial use fees prescribed in section 39-121.03, subsection A, paragraph 3.
C. A public agency that shares geospatial data of which it is the custodian is not liable for errors, inaccuracies or omissions and shall be held harmless from and against all damage, loss or liability arising from any use of geospatial data that is shared.
D. A public agency that shares geospatial data or receives shared geospatial data may withhold the shared data from public disclosure if the data consist of critical infrastructure information as defined in section 41-1801. 
The geospatial data sharing statute impact policy in the following ways: 
· Agencies are not required to charge commercial use fees for geospatial data.  
· Agencies may share geospatial data with other agencies without requiring a written agreement
Data Sensitivity Levels
In establishing a geospatial data sharing policy, it may be useful to classify data into three distinct levels of sensitivity – or ‘sharability.’
Level 1 Data – Restricted
This category of data would include data related to homeland security, or other non-disclosure purposes.  This data would not be available for commercial or non-commercial use.  It would only be made available if it was required for security related purposes.  Data that would fall into this category might include critical infrastructure, emergency response related, event specific information or data that is otherwise considered ‘classified’ information.  If the geospatial data is classified as critical infrastructure, it is not subject to public disclosure.



Level 2 Data –Sensitive Data
Level 2 data includes data that cannot be shared openly due to socio-political, environmental, or legal constraints.  Examples of this type of information might include locations of threatened and endangered species, archeological sites, addresses of individuals or other data the custodian agency classifies as too sensitive to share.  
Level 3  - Non-Restricted Data
Non-Restricted data includes data that can be shared openly with other agencies and the public.  Examples of this data level includes most administrative boundaries, elevation, transportation routes, cadastral data, locations of community anchor institutions and other types of geospatial data considered ‘framework’ information.  
As a first step toward developing or updating a data sharing policy, agencies are encouraged to identify data as falling into one of these categories and detailing sharing procedures based on data sensitivity.   
For the purposes of this document, data sharing policy guidelines and recommendations are targeted only at the 3rd Level of non-sensitive data.  

Data Steward, Integrator and Custodian Roles
In sharing geospatial data, it is important to identify the following:
Data Steward – What agency or agencies are responsible for creating the data initially?  Who is the primary data creator?
Data Integrator – What agency or agencies are adding value to the original dataset by implementing QA/QC procedures and/or adding information to the existing dataset?  Who is the primary agency responsible for data integration?
Data Custodian – What agency or agencies  are responsible for hosting or archiving the final datasets?  Which agency has that primary responsibility?
It would not be appropriate for a data integrator agency, for example, to share value-added data without notifying the data steward and data custodian.  In some instances one agency may have all of these roles, but in the event that different agencies are working together to produce a dataset, all should be informed of any data sharing policies or procedures that are implemented.




Sharing geospatial data on the Web
To understand how geospatial information is shared on the web, it is useful to understand the following terms:
Web Map Service (WMS)  
A WMS is essentially geospatial data layers made viewable on the web.  Geospatial data must be ‘published’ to become a service.  The data is basically shared as a non-interactive image.
Web Feature Service (WFS)
In general, a web feature service allows an ‘operation’ such as query, identify, etc. to be performed on geospatial datasets that has been published as a WMS.  
Internet mapping application
An internet mapping application is the framework, or container, in which the WMS and WFS reside.  Another way to think of an internet mapping application is as a map that functions within a web browser.  
The Cloud
The ‘cloud’ is a term that is used to refer shared resources such as hardware, software, and data that are made available via a network and offered as services for purchase by vendors.  In the context of using the cloud for geospatial data, services might include hosting data (network storage space), and internet mapping applications  (network servers for GIS software and applications).

      
Configuration options for sharing geospatial data on the Web
Geospatial data must be published on a network sever to be accessible over the web.  A network server may be found
· Within your organization
· At the Arizona Department of Administration
· At another agency
· Other (this includes the ‘cloud’)
Each of these options presents a different set of advantages and disadvantages.   Costs and benefits for different web configurations need to be determined for each situation/organization as necessary.
	
	In-House
	State managed
	The Cloud (professionally managed resources)

	Data Storage and application hosting
	Complete control over security, in-house tech support resources required
	Maintenance and security negotiated  through contract purchase, customized options may be limited
	Vendor determines security levels and costs.  Customized options may be limited.



Guidelines for sharing data on the Web
There are four basic ways in which geospatial data may be shared on the web:
1) Metadata only (information about the data)
2) Data Services such as Rest Interface, KML, Web Map Service (WMS) or Web Feature Service (WFS)
3) Data File made available for download (via ftp or similar) 
4) Placing a copy of the data on external server in the ‘cloud’, Clearinghouse or other.
Note:  To understand how geospatial information is shared on the web, it is useful to understand the following terms:
REST Services    
Acronym for Representational State Transfer.  An architecture for exchanging information between peers in a decentralized, distributed environment. REST allows programs on different computers to communicate independently of an operating system or platform by sending a Hypertext Transfer Protocol (HTTP) request to a uniform resource locator (URL) and getting back data in some format—for example, XML, or inside a URL. REST is used in Web services.
KML Services 
KML is a file format used to display geographic data in an Earth browser, such as Google Earth, Google Maps, and Google Maps for mobile. You can create KML files to pinpoint locations, add image overlays, and expose rich data in new ways. KML is an international standard maintained by the Open Geospatial Consortium, Inc. (OGC)

Additionally – there are basic ways in which geospatial data can be accessed on the web:
1) Display only – show data in a map viewer
2) Query and Display – Show data and allow user to access select attributes
3) Data is viewable and downloadable through an internet map application  via ‘clip n ship’ (or similar) service
Agencies need to consider what resources they have available and the size of the datasets to determine how to share data.  They should also consider data sensitivity issues in order to determine how and/or what data should be accessed.
To best display data on the web as a WMS, it is advisable to: 
· Make sure each data file has 10 or less attributes (for best performance)
· Create a layer file to insure data will display correctly in a service.  A layer (.lyr) file is an ESRI file format that defines how an ESRI shapefile (.shp) should be displayed.
· Keep file size under 100MB - Larger datasets should be cached and optimized as digital services rather than made available as files.


Guidelines for creating geospatial data sharing policy
Because Arizona State Statute does not require a written agreement to share geospatial data, the main purpose for creating a policy is to satisfy internal needs for document control and tracking.   In order to create clear policy, it is advisable for agencies to:
1) Categorize datasets as to sensitivity levels 1, 2 or 3
2) Determine how different sensitivity level data should the data be shared?
· Display only (web mapping app or hardcopies)
i. Best for viewing, but not sharing data
ii. Very large files 
iii. Sensitive files that may be viewed but not downloaded
· Query and Display (web mapping app)
· Data downloads (web) or media distribution (non-web) for extremely large files
3) Determine how different sensitivity level data should be accessed?
· WMS and WFS via internet mapping application
· Hard copy 
· Media-based data distribution (i.e. DVD or USB drive)
· Combination of the above
4) For data that is shared via media based data distribution:
a. Create or update data request forms 
· General requestor information – name, company, contact info
· Request for project description
· A listing of data files available (could be URL)
· Choices for data format
· Choices for data delivery
· Data fee schedule, if applicable
b.  Create or update a Data Disclaimer – basic elements
· Data provided ‘as is’ and with all faults
· No warranty concerning accuracy, completeness, correctness
· No liability for damages 
· Limit on distribution
· Data is for general reference or use only
c. Create a procedure 
· Data request is submitted to…
· Data request is reviewed by…
· Data request is filled by…
See Appendices A, B, and C. for examples of data request forms, data disclaimers, and procedure flow charts.
NOTE:  Though most of the data sharing forms that are currently in use make the distinction between commercial and non-commercial use, it is important to note that in accordance with ARS 37-178 agencies are not required to charge fees for commercially used geospatial data; thus, the distinction may not be necessary on request forms. 

[bookmark: _GoBack]Benefits:
Sharing geospatial data, services, and know-how will cut down on costly duplication of effort associated with collecting the same data many times by different people and agencies.  It will also result in productivity improvements through quicker search results and easier access to data and information.  Together, less duplication of effort and more productivity will have a positive impact on the statewide economy and the successful performance of statewide initiatives.
The notion of “collect once, use many times” is a fundamental part of data sharing philosophy, with associated economic benefits from leveraging and reusing existing geospatial data and resources.  A list of benefits, including the ones already mentioned, follows:
· Minimize duplication of effort
· Collect data once, and use it many times
· Improve productivity though quicker and easier access to official data
· Reduce risk of using unofficial data
· Facilitate self-service and free-up staff time now devoted to filling data orders
· Eliminate bottlenecks and wait times associated with order fulfillment
· Facilitate geospatial data integration (horizontal & vertical) and other standardization






Data Distribution Graphic (from Victor)
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